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Written Information Security Plan (WISP) Template
*This template is for guidance purposes only. Your WISP must be tailored to appropriately reflect your individual business needs.  

Written Information Security Plan
Date of Version: 
Approved By:
Version History: (Any major changes from previous version)
Information Contacts:
	
	Primary Firm Contact
	[bookmark: _Hlk177131251]Secondary Firm Contact (Backup Employee or IT Professional)

	Name 
	
	

	Physical Address
	
	

	Cell Phone
	
	

	Email
	
	



Purpose: The purpose of this Written Information Security Plan (WISP) is to establish comprehensive guidelines, policies, and procedures aimed at safeguarding confidential information. This plan is designed to ensure strict adherence to pertinent laws, regulations, and industry standards, mitigate risks associated with data breaches or unauthorized access, and cultivate a culture of heightened security awareness and responsibility across all employees and stakeholders.
Scope: The scope of this Written Information Security Plan (WISP) includes maintaining an up-to-date inventory of office devices and ensuring secure disposal of old equipment. It involves identifying and categorizing locations storing Personally Identifiable Information (PII) and implementing encryption and access controls based on risk levels. Vendor management includes reviewing contract terms, security policies, and data retention policies. Regular policy reviews and updates are mandated to ensure all employees acknowledge and comply with cybersecurity policies, with disciplinary consequences for non-compliance.

Employee Access & Responsibilities
We are looking for a high-level description of the access & responsibilities for all members of your firm. This includes the programs they have access to and a summary of their day-to-day operations.
	Employee Name
	Role
	Access & Responsibilities

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	






Device Inventory 
Maintaining an accurate device inventory is crucial for effective cybersecurity policy enforcement. Begin by documenting all work-issued devices such as laptops, desktops, tablets, and smartphones, ensuring each is assigned a unique identifier and linked to its user. Include devices where work-related materials are accessed, like personal computers used for remote work. Servers, network drives, and physical security devices should also be cataloged, noting their locations, configurations, and access controls. Regular audits should verify the accuracy of the inventory and update records promptly for new acquisitions, decommissions, or changes in usage. This comprehensive approach ensures that all devices handling sensitive information are accounted for, mitigating risks associated with unauthorized access or loss.
Click here to view more information about how to identify your device’s Operating System & Encryption.

	Hardware device name
	Employee
	Device type
	Operating system
	Security
	Data Encryption
	Information Stored
	Data at Risk

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	

	
	
	
	
	
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 





Firm Sensitive Information
Inventorying sensitive information within a firm is essential for maintaining robust data security measures. Start by cataloging sensitive data stored on PCs, cloud storage services and industry specific tools such as CRMs and financial planning tools not offered through Harbour Investments. Regular reviews and updates to this inventory are crucial to safeguard against data breaches and ensure confidentiality, integrity, and availability of sensitive information across all platforms.

	Product
	Parent Company (if Applicable)
	Employees with Access (by Name or Title)
	Login Security Method
	Function
	Data Accessed
	Data at Risk

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	 
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	




[bookmark: _Hlk211266630]Vendor Management
Please list all technology vendors currently used in your business operations. This section does not require financial institutions, as they are governed by a separate regulatory framework. 
Advisors now have access to the Smarsh Vendor Risk Management (VRM) platform, provided through Harbour Investments. This platform facilitates a comprehensive and professional review of technology vendors and will serve as the standard tool for meeting ongoing compliance requirements. Record the relevant vendor details in the section below for your own records.
Please refer to Harbour’s website for step-by-step guidance on how to access and use the Smarsh VRM system.
	Vendor
	Vendor Contact (optional)
	Last Assessment Date 
	Next Scheduled Assessment
	Due Diligence Template Used: (SIG Lite or SSAE SOC)
	Smarsh VRM: Pass/Fail Status and Risk Score
	Notes 

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	 
	
	
	 
	 

	
	
	 
	
	
	 
	 

	
	
	 
	
	 
	 
	 

	
	
	 
	
	 
	 
	 

	
	
	 
	
	 
	 
	 

	
	
	 
	
	 
	 
	 

	
	
	 
	
	 
	 
	 

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



Threats & Vulnerabilities Assessment
Cybersecurity threats can vary greatly in their impact and urgency. Incidences can result in many different costs, including fines, legal expenses, and costs to repair the problem. Impacted businesses can also experience a loss in reputation, clients’ trust, & employees’ work. Attacks can result in your data being made public, incorrect, or simply inaccessible to your business. Using these criteria, assess and categorize the costs of the attacks to these information types into High, Medium & Low impact. This will help you prioritize your preparation, incident response, and allocate resources accordingly.
	
	INFORMATION TYPE

	
	Client
	Business

	
	SSN
	Email Address
	Physical Address
	Account Info
	Employee Info
	Emails
	Logins
	Tax Returns (If Applicable)

	COST
	 
	 
	 
	 
	 
	 
	 
	 

	Confidentiality (data becomes public)
	
	
	
	
	
	
	
	

	Integrity (re-verify Information)
	
	
	
	
	
	
	
	

	Loss of Access/Availability
	
	
	
	
	
	
	
	

	Lost Work
	
	
	
	
	
	
	
	

	Fines, Penalties & Client Notification
	
	
	
	
	
	
	
	

	Reputation
	
	
	
	
	
	
	
	

	Repair
	
	
	
	
	
	
	
	

	OVERALL
	
	
	
	
	
	
	
	


Threat Likelihood Assessment
Assessing the likelihood of cybersecurity threats is also crucial for maintaining robust data security and protecting your organization's assets. This will go a long way towards preventing data breaches, protecting sensitive data, and minimizing impact in the event of an attack. Like the assessment above, assess the likelihood of each of the following types of attacks for your organization into High, Medium, & Low.

	 
	INFORMATION TYPE

	
	Client
	Business

	
	SSN
	Email Address
	Physical Address
	Account Info
	Employee Info
	Emails
	Logins
	Tax Returns

	ATTACK
	 
	 
	 
	 
	 
	 
	 
	 

	Theft by Criminal
	
	
	
	
	
	
	
	

	Accidental Disclosure
	
	
	
	
	
	
	
	

	Accidental Change by User/Employee
	
	
	
	
	
	
	
	

	Intentional Change by External Criminal
	
	
	
	
	
	
	
	

	Accidental Loss (Fire, Water, etc.)
	
	
	
	
	
	
	
	

	Intentional Destruction
	
	
	
	
	
	
	
	

	OVERALL
	
	
	
	
	
	
	
	



Protection of Firm Sensitive Data
Security Measures
· Password Protection: Users must create strong passwords and change them regularly. Multifactor authentication is used when possible.
· Do not save passwords within browsers, as saved browser information is vulnerable to cybersecurity attacks. Use a recommended password manager like Bitwarden.
· Malware and Antivirus: All business devices must have approved antivirus software installed and kept up to date.
· Data Encryption: Private information must be encrypted when stored on portable devices or removable media to prevent unauthorized access.
· Updates and Patches: Business devices. must be promptly updated with the latest security patches and releases to address vulnerabilities.
Handling of Private Information
· Confidentiality: Employees are required to maintain the confidentiality of private information accessed in the course of their duties and ensure it is used only for authorized purposes.
· Compliance: All handling of private information must comply with applicable data protection laws and regulations.
· Email Encryption: Private information must be encrypted when emailed.
Responsible Use of Business Devices
· Employees should refrain from using company devices for personal activities that could pose security risks.
· Internet and Email Usage: Internet access should be used responsibly, avoiding websites known for malware or phishing. Employees must exercise caution when opening email attachments or clicking on links from unknown or suspicious sources.
· Software Installation: Only authorized software applications may be installed on company devices. Unauthorized software installations are strictly prohibited.
Consequences of Non-Compliance
· Violations of this policy may result in disciplinary action. The organization reserves the right to monitor and audit employee compliance with this policy to ensure adherence to cybersecurity best practices and mitigate potential risks.
Employee Termination
· A terminated employee’s physical and electronic access to PII, PHI and sensitive company data must be immediately blocked.  
· A terminated employee shall be required to surrender all keys, IDs or access codes/Badges.
· Remote electronic access to PII, PHI and sensitive company data must be disabled; his/her voicemail access, e-mail access, internet access, and passwords must be invalidated.
· A termination checklist has been established, detailing the department or individual accountable for each item. Upon termination, it is required that each responsible party complete the checklist and mark off the items accordingly.
Working Remotely 
· Employees working from home or connecting remotely must be approved by management. 
· Must use the company provided Virtual Private Network (VPN) with multi-factor authentication enabled.
· If connecting to internet via Wi-Fi, it must be a secured network.
· Annual audits of employee remote workspace will be completed to ensure cybersecurity. 
Disposal of Hardware and Stored Data
· Inventory of all storage devices containing PII is maintained, allowing for visibility and control over where and how client data is stored. 
· Before disposing of any data storage devices, all data is securely deleted to prevent any possibility of data recovery. 
· Physical drives are destroyed when they are no longer in use or are being replaced, ensuring that data cannot be recovered even from discarded hardware.







Incident Response
A cybersecurity incident is defined as an event that compromises the confidentiality, integrity, or availability of your information systems or data. Examples include unauthorized access, malware infections, denial of service attacks, data breaches, or other incidents that violate acceptable use and information security policies.
Incident Detection and Response
· Step 1: Initial Response
· Immediately notify the cybersecurity team by calling Harbour Investments' main number at 608-662-6100 and asking for a member of the cybersecurity team. Simultaneously, contact [Managed IT Vendor] at [Vendor's Contact Information] if applicable.
· Step 2: Incident Assessment
· Your Managed IT Vendor or Harbour will assess the nature and scope of the incident to determine its impact on your systems, data, and operations.
· Step 3: Incident Containment
· Take immediate action to contain the incident to prevent further damage or unauthorized access, including changing passwords or powering down systems.
· Step 4: Investigation 
· Conduct a thorough investigation to determine the cause, extent of the breach, and identify affected systems or data.
· Step 5: Mitigation and Recovery
· Implement mitigation measures to restore affected systems and data integrity. This may involve restoring from backups, deploying patches, or isolating affected systems.
· Step 6: Documentation and Reporting
· Document all incident response activities, including findings, actions taken, and outcomes. Report the incident to Harbour Investments.

Escalation and Reporting

· All incidents must be promptly reported to Harbour Investments cybersecurity team. Compliance will coordinate any required external communications, ensuring consistency and compliance with legal and regulatory requirements.




Incident Review and Lessons Learned

· Post-Incident Analysis: Conduct a post-incident review to analyze the effectiveness of response actions and identify areas for improvement.
· Lessons Learned: Document lessons learned and update policies, procedures, and training based on findings to enhance future incident response capabilities.



















By signing below, the undersigned acknowledges that they have read & understood the WISP documentation and will comply with guidelines to safeguard confidential data.


__________________________________________
Signature

[bookmark: Vend][bookmark: Cyber]
Cybersecurity Best Practices
(Definitions and Recommendations)

Strong Passwords: A strong password consists of at least 12 characters, and a combination of uppercase letters, lower case letters, numbers, and symbols.	

Harbour’s Recommendation: be sure to use a strong password for all devices and online accounts. Passwords should be updated regularly (at least quarterly) and should not contain business names. Using a ‘passphrase’ is a great option, as detailed in this article from the NIST.

Password Manager: a tool that helps internet users create, save, manage and use passwords across different online services. This can boost cybersecurity by keeping your passwords within a secure location and improves efficiency by not having to rely on memory for passwords. 

[bookmark: Bitwarden]Harbour’s Recommendation: We recommend using Bitwarden for managing your passwords. More information can be found here: Pricing & Plans 

Multi-Factor Authentication (MFA): is a multi-step account login process that requires users to enter more information than just a password. For example, along with the password, users might be asked to enter a code sent to their email, answer a secret question, or scan a fingerprint. This is extremely effective in protecting your credentials from bad actors. 

Harbour’s Recommendation: we recommend using MFA whenever this process is offered. Areas of focus are accessing your devices, email, and websites containing client data. The most secure options for MFA are Biometrics (Fingerprint or Face Scan), or using an authenticator app. SMS text verification code is a good option as well, followed by receiving a code via email. Since email is more prone to being compromised, we do not recommend using this option for MFA if others are available.  
  
Email Encryption: is an authentication process that prevents messages from being read by an unintended or unauthorized individual. It scrambles the original sent message and converts it into an unreadable or indecipherable format.

Harbour’s Recommendation: any email sent containing client sensitive data should be encrypted. Harbour offers the ability for all advisors to have the option to send an encrypted email through Smarsh, by adding (Secure) to the subject line. Alternatively, an advisor can send an encrypted email by adding [Encrypt] to the subject line. This option will force the recipient to log into the Smarsh Secure portal site to view/respond to the message.

[bookmark: OS]Operating System (OS) Updates:  are important for keeping devices secure and functioning smoothly. Keeping your OS updated to the latest version can fix vulnerabilities that threat actors can exploit to spread malware or steal data.

Harbour’s Recommendation: we recommend updating your computer’s operating system as soon as it becomes available. You can follow these steps to check for OS updates on Windows and Mac. 

Disk Encryption: is an authentication process that secures and encrypts a hard disk, so only the user of the device can access the data on it. If the disk is removed and connected to another device, the data on it is unreadable.

Harbour’s Recommendation: If you have a computer running Microsoft Windows 10 or 11 Pro, you can enable BitLocker full-disk encryption. If you have a computer running macOS, from Apple, you can turn on FileVault full-disk encryption. Click here for more details regarding how to activate Bitlocker encryption.

Cloud Encryption: is the process of transforming data from its original plain text format to an unreadable format, such as ciphertext, before it is transferred to and stored in the cloud. This is meant to protect data as it moves to and from cloud-based applications, as well as when it is stored on the cloud network.

Harbour’s Recommendation: all cloud-based applications (Redtail, Docusign, Etc.) should be using encryption to protect it’s data, and is typically already put in place as a standard protection. We recommend reviewing this as part of your vendor Due Diligence, and information on this subject can typically be found on the Data Security section of a product’s website. 

Secure Network Connection: A secure connection protects data from unauthorized parties, identifies and authenticates the recipient of the data, and ensures the data has not been tampered with. It is vital to only use a secure network connection when accessing client-sensitive data. 

Harbour’s Recommendation: Make sure your router requires a password, to be able to connect to your Wi-Fi network. Also, always change any pre-set router passwords and the default name of your router. And keep the router's software up to date; you may have to visit the router's website often to do so. Check out this article from the FTC for more information and additional best practices. Tip: Newer “Mesh routers” make it easier to change router settings by having you use a convenient smartphone app.

Virtual Private Network (VPN): establishes a digital connection between your computer and a remote server owned by a VPN provider, creating a point-to-point tunnel that encrypts your personal data, masks your IP address, and lets you sidestep website blocks and firewalls on the internet.

Harbour’s Recommendation: A VPN should always be used when working remotely, in order to establish a secure connection to your network/server. It keeps your connection private and secure. We don’t recommend free VPN services, as your privacy is reduced by their need to monetize your data. We recommend Express VPN, but there are many acceptable and reliable solutions in this space. 

Data Backup: is the practice of copying data from a primary to a secondary location, to protect it in case of a disaster, accident or malicious action.

Harbour’s Recommendation: we recommend using a data backup service for any data stored on your computer hard drives. Data backup is not required for data stored on cloud services, such as Atlas and Redtail. We recommend these products for data backups: Windows Backup, Carbonite, Backblaze.
Antivirus/Malware Protection: Antivirus protection is designed to prevent, detect, and help remove software viruses and other malware such as ransomware and worms from computer systems. 
	
Harbour’s Recommendation: Every Windows 10/11 PC comes with “Windows Security.” We don’t generally recommend 3rd party tools like Norton or McAfee, as they get exploited more frequently by hackers. Instead of those, try adding the free Malwarebytes to your computer, to scan for threats.

Hardware & Software Updates: Keeping your device’s Hardware and Software up to date is essential for maximizing cybersecurity. When kept current, your Hardware and software are much less vulnerable to tampering and hacks.

Harbour’s Recommendation: it is best to update your computer/programs whenever prompted to do so. We also recommend checking your computer for updates on a quarterly basis. Please refer to these resources for how to check your computer for updates: Windows or Mac.  

Managed IT Services: is the practice of fully or partially outsourcing the migration, implementation, maintenance, and upgrade the different parts of IT infrastructure (including backup and security) to a third-party vendor. They can also help create WISPs for your firm, helping to maintain security and regulatory compliance. 	

Harbour’s Recommendation: while any business owner can benefit from partnering with a managed IT service provider, these services typically bring the most value to larger practices/offices as opposed to a single advisor office. We recommend contacting your local IT firms to request a quote. For reference, Harbour currently uses the firm Applied Tech based out of Madison WI for additional IT support.    




Cybersecurity Insurance: helps cover costs associated with data breaches and cyberattacks on your business.

Harbour’s Recommendation: Considering additional cyber coverage is essential for every business owner. We first recommend reviewing any supplemental riders available through your existing business insurance policy to enhance your cyber coverage. Insuring against cyber breaches can be costly, and many insurers require a comprehensive SOC type report for application. The Harbour home office is happy to help evaluate your potential needs for additional coverage.   

Proper Disposal of old Hardware: Properly disposing of hardware assets is crucial to protect sensitive company data, complying with regulations, saving money, and minimizing environmental damage. 

Harbour’s Recommendation:  this article from Allstate provides a simple overview of how to properly dispose hardware assets. 

[bookmark: Audit]










Cybersecurity Questions (Harbour Advisor Audit 2024)  

Q1. Do you have a written security procedure in place? 
Q2. Do you have a set of protocols or procedures in place to protect your clients’ data security while you or your staff are working remotely?
Q3. Do you know how and when to send a secure email? 
Q4. Are all your devices protected by password, PIN or biometrics (including phones)? 
Q5. Do you share passwords internally? 
Q6. What tools are in place for recovering lost or stolen information?
Q7. How do you back-up your data/hard drives? How often is this completed?
Q8. What type of antivirus/malware protection do you have?
Q9. Are you using a wireless network?
Q10. What applications or platforms do you utilize when messaging internally among your staff?
Q11. What is your method for destroying or shredding sensitive material?




[bookmark: Articles]Cybersecurity Articles & Resources 

-FINRA Small Firm Cybersecurity Checklist
-FINRA: Observed and Emerging Cybersecurity Threats
-FINRA: Generative Artificial Intelligence: Cybersecurity-Related Risks
-FINRA: Increasing Cybersecurity Risks at Third-Party Providers
-Federal Trade Commission: How to Secure Your Home WIFI Network
-Schwab: Cybersecurity Best Practices Video
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